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Module 2: Getting Started
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The OpenNMS Home Page
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Configuration Menu
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Configuration Menu (cont)
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Exercise #2: Add an Admin User
● Login as “admin”
● Create a new user
● Add the user to the “admin” group
● Logout
● Login as the new user
● Note the status of the Configure OpenNMS menu item
● Logout
● Modify magic-users.properties
● Login as the new user
● Note the status of the Configure OpenNMS menu item
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OpenNMS File Locations
● /opt/opennms/bin: OpenNMS binary files
● /opt/opennms/etc: Configuration files
● /opt/opennms/jetty-webapps: Web server
● /opt/opennms/lib: Compiled libraries
● /opt/opennms/share: Reports and RRD data 

(symlink to /var/opennms)
● /opt/opennms/logs: Log Files 

(symlink to /var/log/opennms)
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OpenNMS File Types
There are main two types of OpenNMS files:

● XML Files

The eXtensible Markup Language creates files 
that are both Human and Machine readable.

● .properties Files

Format of variable = value <cr>
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Add a User
Navigate to Configure Users, Groups and On-Call Roles   Configure Users→
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Create Name and Password
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Add Name and Details
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Notification Information
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Duty Schedules
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Click Finish!
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Add a User to a Group
Navigate to Configure Users, Groups and On-Call Roles   Configure Groups→
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Add New User to Admin Group
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Group Categories (ACLs)
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Group Duty Schedules
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magic-users.properties
###########################################################################
## R O L E S     
###########################################################################

# A comma-separated list of role keys.  A role.{KEY}.name and 
# role.{KEY}.users property must be set for each key in this property.
roles=rtc, admin, rouser, dashboard, provision, remoting, rest, asset, 
mobile

# This role allows a user to make RTC data posts.
role.rtc.name=OpenNMS RTC Daemon
role.rtc.users=rtc
role.rtc.notInDefaultGroup=true

# This role allows users access to configuration and 
# administrative web pages.
role.admin.name=OpenNMS Administrator
role.admin.users=admin, tarus

# This role disallows user write access
role.rouser.name=OpenNMS Read-Only User
role.rouser.users=
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